
hyDNS: Acceleration of DNS Through Kernel Space Resolution
Joshua Bardinelli

University of Connecticut
Storrs, CT, USA

Yifan Zhang
University of Connecticut

Storrs, CT, USA

Jianchang Su
University of Connecticut

Storrs, CT, USA

Linpu Huang
University of Connecticut

Storrs, CT, USA

Aidan Parilla
University of Connecticut

Storrs, CT, USA

Rachel Jarvi
University of Connecticut

Storrs, CT, USA

Sameer G. Kulkarni*
IIT Gandhinagar

Gandhinagar, Gujarat, India
sameergk@iitgn.ac.in

Wei Zhang†
University of Connecticut

Storrs, CT, USA
wei.13.zhang@uconn.edu

Abstract
The Domain Name System (DNS) is a core component of Internet in-
frastructure, mapping domain names to IP addresses. The recursive
resolver plays a critical role in this process, requiring high perfor-
mance due to multiple request-response exchanges. However, its
performance is hindered by costly message copying, user-kernel
space transitions, and kernel stack traversal. Kernel bypass tech-
niques can mitigate these issues but often result in resource waste
or deployment challenges.

To overcome these limitations, We present hyDNS, a hybrid
recursive resolver that combines eBPF offloading in the kernel with
a user-space resolver. The DNS kernel cache allows most requests
to be served before reaching the kernel network stack. To manage
limited DMA memory, excess requests are passed to user space
once a threshold is reached, enabling the system to handle high
query loads. hyDNS uses programmable NICs to create a scalable
kernel cache, implementing a lockless per-core eBPF hash map.
Filters on the NIC direct requests to each core. Preliminary results
show significant performance improvements with eBPF offloading,
achieving up to 4.4× the throughput and a 65% reduction in latency
compared to user space implementations.

CCS Concepts
• Networks → Naming and addressing; Programmable net-
works; In-network processing; • Computer systems organiza-
tion → Heterogeneous (hybrid) systems.
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1 Introduction
The Domain Name System (DNS) plays a cardinal role in the Inter-
net infrastructure, enabling the bidirectional association of domain
names with IP addresses [22]. Nowadays, DNS is involved in a mix
of applications ranging from the initial specification to new and
innovative use cases. It has become an important infrastructure that
allows applications to map individual users to specific content [3].
In data centers, a variety of resources are referred to by their Uni-
form Resource Locator and accessed via this URL [18] using DNS.
Named data networks and software-defined networks also depend
on DNS [8]. DNS has been widely used by major content delivery
networks (CDNs) to infer client location and direct the client re-
quest to the optimal server [13]. Given the importance of DNS for
end-user experience and how much the DNS system has changed
over the last decade, reducing the time required to resolve domain
names into IP addresses brings substantial benefits, which lead to
not only an improved user experience, but also increased revenue
of online service providers [30].

The existing DNS system adopts a hierarchical architecture and
runs entirely in user space, which most commonly uses UDP’s
connectionless transport to facilitate quick transactions. The DNS
system is composed of a client-side component (recursive resolvers),
and server-side components (root DNS servers, top-level domain
(TLD) servers, and authoritative nameservers). The recursive re-
solver accepts requests from end-users for a domain name transla-
tion and contains amemory cache tomaintain themapping between
the domain name and IP address. If a valid translation is not found
in the resolver’s cache, recursive resolvers are responsible for con-
tacting the appropriate servers to resolve any query sent by the
user. A recursive resolver iteratively searches by first starting from
the root and then following delegations down the naming hierar-
chy, until reaching a nameserver that is responsible for the domain
of the query and finally returning an answer [28]. The procedure
results in a total of three requests and replies as shown in Figure 1.
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Figure 1: Packet Path without eBPF vs. eBPF Offloading

In practice many more messages may be involved, sometimes up
to one hundred pairs of requests and replies are needed to resolve
a query [2]. The resolvers are involved in all of these messages and
thus play the most important role in DNS resolution.

Most of the existing DNS research focuses on the problems and
performance optimization on the server-side components, which
includes devising more scalable delegation and distribution sys-
tems in the authoritative nameservers [28], proactively caching and
structured peer-to-peer overlays[26], and replicating the entire DNS
database on geographically distributed servers [15]. However, due
to DNS’s increasing memory sizes and DNS’s high cachability [23],
cache hits at the recursive resolver are approaching 90% [14, 35],
so fewer requests are dependent on server-side performance at
the root, TLD, and authoritative nameservers. Based on this fact,
improving the performance of the recursive resolver, which has
received less attention in research, is the focus of our work. In this
paper, we consider the recursive resolver to make up the client-side
of the DNS architecture. All current recursive resolver implemen-
tations run in user space [9], which not only involves expensive
transitions between user space and kernel space, but also extensive
message traversal cost inside the host network stack. In particular,
when the resolver suffers a cache miss, it is required to initiate
multiple pairs of request and response by contacting the appropri-
ate upstream DNS servers until an answer is received, making the
cost more severe. Our measurement shows that about half of the
CPU time is spent on the kernel networking stack even in a typical
cache-hit DNS deployment, shown in § 2.

To address the cost of message copying and network traversal,
kernel-bypass technologies DPDK [1] or RDMA [33] are often con-
sidered. However, DPDK requires a user space networking stack to
maintain compatibility with the existing kernel networking stack.
Additionally, DPDK uses busy-polling for network IO, which con-
sumes 100% CPU cycles and is wasteful when the workload is low.
RDMA [40] [12] [17] faces its own unique deployment challenges
in long-haul transmission scenarios [43]. In addition, kernel-bypass
also eliminates security policies enforced by the kernel [11].

In this paper, we propose hyDNS to overcome the kernel bottle-
necks impacting the recursive resolver by ensuring to bypass the
network-stack packet processing and offloading of the name resolu-
tion functionalities to the kernel through eBPF(extended Berkeley
Packet Filter) [21]. hyDNS implements the functionalities in the
eXpress Data Path (XDP) layer [32], which can intercept requests

directly from the network driver before delivering packets to the
standard network stack. If the local recursive resolver does not
have the cache entry for a request, then the recursive resolver
needs to locally pend the request and then issue requests to up-
stream servers in the DNS system. Pending requests will be added
to an eBPF map to consume less DMAmemory. Once the number of
pending requests reaches a threshold, the additional requests will
be passed to the user space for processing. To make the system scal-
able, hyDNS uses programmable NIC capabilities to implement a
lockless cache with per-core eBPF maps by programming filters on
the programmable NIC to dispatch requests. These requests will be
delivered to a core responsible for this record. Unlike kernel-bypass
solutions, the eBPF verifier [10] establishes the safe execution of of-
floading functionalities through validation of a program’s memory
safety and information flow security while loading.

The main contributions of this paper are as follows:
• We identify the operational bottlenecks in a recursive DNS re-
solver and show that more than 50% of the CPU time is spent
inside the kernel network stack regardless of cache-hit or miss
on the resolver.

• We propose hyDNS, a hybrid DNS systemwith eBPF offloading in
the kernel and an arbitrary user space resolver implementation to
serve a large volume of DNS queries from the recursive resolver to
provide low latency resolution. We also present the mechanisms
to address the limitations of the DMAmemory region for pending
requests in the kernel.

• We design a scalable kernel cache using programmable NIC de-
vices and per-core lockless eBPF maps. By programming filters
on a programmable NIC, we direct the requests to the CPU core
that would contain the query mapping in its map table.

• Our preliminary results of a kernel cache system with eBPF
offloading show significant performance gains on cache hits and
improves throughput by ∼ 4.4𝑥 a 65% reduction in latency.

hyDNS does not raise any ethical problems as it does not involve
human subjects in testing or sensitive data.

2 Background and Motivation
2.1 DNS Resolution Process
The DNS resolution process involves several types of servers work-
ing together to fulfill queries, including local DNS resolvers, root
DNS servers, top-level domain (TLD) servers, and authoritative
nameservers [5, 28].
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Figure 2: Kernel vs User Space Processing Latency
DNS queries can be resolved through either a recursive or an

iterative process [4, 19]. In a recursive query, the local resolver
sets the Recursion Desired (RD) bit and sends the query to other
servers, which handle the resolution process on its behalf if they
also support recursion. In contrast, an iterative resolver directly
queries the root, TLD, and authoritative servers until it finds the
answer. Recursive resolvers offer faster access to cached data, while
iterative resolvers provide better caching of intermediate step, such
as finding the nameserver for a given domain name [5].

2.2 Motivation
To assess the potential benefits of implementing a DNS resolver in
kernel space using eBPF, we conducted a benchmarking experiment
to measure the processing latency in both kernel and user space for
DNS queries. We developed a benchmarking application that uses
eBPF kernel probes and XDP and TC hooks to store timestamps in
an eBPF map, allowing us to measure the time spent processing the
DNS packets in the kernel.

For user space latency measurements, we modified the Smart-
DNS [24] resolver to store timestamps in a hash table, whichwe then
processed. We considered the total user space latency for cache hits
andmisses, accounting for the time spent parsing queries, searching
the cache, and processing responses from upstream DNS servers.

The results of our experiment, shown in Figure 2, demonstrate
that kernel space processing accounts for a significant portion of the
total client-side processing latency: about 73.6% for cache hits and
about 51.1% for cache misses with only one intermediate request
made to the upstream server. The time spent in the network stack
becomes more prominent as the number of intermediate requests
sent to different upstream servers increase. We do not consider the
end-to-end latency as the time a request spends traveling through
the Internet varies greatly and can be very small in a cloud data-
center setting, as all hosts are in the same physical location.

Most of the kernel space processing time is between the XDP
hook and the _skb_recv_udp() function, which is the point where
the packet is copied from the kernel into user space. A smaller
amount of kernel processing is found in the sending path between
the udp_sendmsg() function, the function that is responsible for
switching from user to kernel space to send a packet, and the TC
egress hook, which is the last hook point in the transmit path that
we can access the packet using eBPF in the kernel.

From these tests, we see that a large percentage of the latency is
due to traversing the kernel networking stack and copying the pack-
ets into user space memory. These findings indicate that offloading

the DNS resolver functionality into kernel space using eBPF could
substantially reduce the overall latency, as offloading into the kernel
will avoid unnecessary packet processing and copying.

Based on these observations, we propose the design of hyDNS,
a hybrid resolver supporting both eBPF offloading in the kernel
and user space resolution to handle requests when there is limited
DMA memory in the kernel for bending requests. This hybrid
approach enables hyDNS to eliminate the expensive memory copy
operations between the user space and kernel space and avoid the
kernel network-stack traversal cost for the majority of the requests,
while addressing limitations of the kernel.

3 Design
In this section, we present the design of hyDNS, a hybrid resolver
for the DNS system. Figure 3 shows the high level architecture
of the proposed design. hyDNS enables the acceleration of a DNS
recursive resolver by offloading the resolution functionalities into
the XDP network layer in the kernel, which can serve the DNS
queries at the earliest possible point on the receiving side of net-
work stack. However,we must store pending requests in the DMA
memory region as we resolve the queries by forwarding requests
to upstream DNS servers. Once the available DMA memory size
is beyond a certain threshold, hyDNS will begin to forward the
cache-miss requests to the userspace resolver. hyDNS will also for-
ward requests differing from the common UDP DNS requests, such
as DNS over TLS and DNS over HTTPS, both of which are sup-
ported by many user space implementations but are not supported
by hyDNS. Further, hyDNS uses programmable NIC capabilities to
provide a scalable kernel DNS cache, which is a lockless per-core
eBPF map table. By programming the filters on the programmable
NIC, hyDNS directs the DNS queries to the respective CPU core
responsible for keeping the appropriate DNS records in their cache.

3.1 Hybrid Model
We implement hyDNS to allow for both kernel and user space
handling of requests. To achieve this objective, it is essential to
handle the DNS requests entirely in the kernel and also provide
a bypass option to handle subsequent requests from user space.
For small workloads, handling DNS requests entirely in kernel will
significantly improve throughput and latency. However, for large
workloads where it is not possible to queue all the requests in the
kernel, it is desirable to handle requests from user space to avoid
any throughput and latency penalties.

hyDNS leverages a hybrid kernel and user spacemodel to achieve
better performance than kernel processing alone. As we see in
Figure 7, the eBPF solution for caching can have much longer tail
latencies than the user space solution at higher workloads. Despite
these longer tail latency, we observed that under every workload
tested, the eBPF-based solution provides higher throughput than the
user space implementation. Further, eBPF based solution achieves
better mean and p75 latency. For this reason, we decided to pursue
a hybrid solution that allows resolution of DNS queries in both
kernel and user space. When the kernel has too many queries to
process, these queries can be passed on to user space where the
user space DNS resolver can handle the requested queries.

Note that the kernel space eBPF resolver of hyDNS will be invis-
ible to a user space resolver. This allows hyDNS to work with any
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user space implementation, as the user space implementation will
only handle requests that are passed to it from the kernel resolver.

One of the main challenges of handling the resolution of DNS
queries in the kernel is the asynchronous nature of resolving the
queries. In order to serve a single request, the recursive resolver
often needs to send and receive DNS messages from multiple dif-
ferent upstream DNS servers. Conversely, an XDP program must
return an appropriate action for the packet before the next will be
processed. To deal with this challenge, we create an eBPFmap of the
current outstanding requests. This eBPF map enables to maintain
the mapping of the requested record to the client that requested it.
When an upstream response is received and contains the correct
record, the XDP program will get the IP address of the client from
this map to send the response. The requests stored in this eBPF
map are known as the pending requests.

Another critical design challenge is to determine which DNS
queries to handle in the kernel and which queries to pass to user
space. In § 4, we compare the Xpress DNS in-kernel cache to the
user space SmartDNS cache and observe that Xpress DNS achieves
better latency up to a certain amount of concurrent DNS requests.
Xpress DNS is an in-kernel cache that caches DNS A records using
an eBPF map [27]. We use this data to find a threshold for kernel
processing of queries and when the number exceeds this threshold,
we forward the DNS queries to user space. Again, when the number
of pending requests drops below the threshold, then hyDNS would
automatically begin processing the DNS requests within the kernel.
The exact number or throughput of queries to set as the threshold
may be dependent on the query size, query rate, and hardware
specifications, which needs to be tested further.

Another consideration to make is whether or not to intercept out-
going packets from the user space DNS resolver. Such an operation

can allow us to add DNS records to the in-kernel cache, even when
the resolution is done in user space. However, this introduces some
additional challenges, such as tracking of the CPU cores where the
DNS records need to be cached. Further, we need to add a new eBPF
program at the traffic control (TC) egress hook, as there is no access
to the packet beyond that point in software on the sender’s side.
We believe that calling the eBPF program for every packet exiting
the kernel from user space may contribute drastically to the overall
latency, making this addition unreasonable.

3.2 Scalable Caching
DNS resolvers need to be able to support high traffic workloads.
For this reason, a caching solution should be able to scale to ac-
commodate these higher workloads. A solution to allow for a more
scalable kernel cache is to create per-CPU BPF maps. The per-CPU
maps allow the cache size to scale with the number of CPUs of the
machine that will be running the resolver. To fully utilize the per-
CPU caches, a SmartNIC can be used as a load balancer to distribute
traffic among the CPUs. Policies can be created to route packets
to specific CPUs based on different header fields. Leveraging these
SmartNIC capabilities allows us to ensure that the same queries
will be handled by the same CPU, allowing full usage of the extra
cache from the per-CPU maps. This separation of DNS traffic also
solves issues relating to cache consistency, as all of the CPU cores
are handling separate traffic and should not have overlapping data.

The number of the per-core eBPF maps must also be considered.
eBPF maps require keys and values to have a set size and type,
making it difficult to add all record types to the same eBPF map. It
may be beneficial to create different maps for the different record
types and to distribute the traffic based on the record type of the
queries. For example, the first two cores handle all A records, the
third core handles AAAA records, and the fourth core handles NS
and CNAME records. This gives an easy way to divide the traffic
between the cores, but will require some tuning to determine the
percentage of traffic that each query type typically account for.

Another consideration to be made in the design of hyDNS is
the offloading of the eBPF XDP program to the SmartNIC. This
would give an increased benefit of lowering the processing latency,
as incoming packets would not have to be copied into the kernel.
The downside of this design consideration is the limited process-
ing power of the SmartNIC. While implementing hyDNS, we will
evaluate the performance of both of these solutions to see which
will give the greatest performance benefits.

4 Evaluation
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Figure 5: Mean Latency Comparison

Testbed.Our experimentswere conducted on the ChameleonCloud
testbed using two Intel(R) Xeon(R) Gold 6126 CPU @ 2.60GHz
devices. They have 12 cores each and are connected via 10 Gbps
network. The switch between the two nodes is a Dell S6000-ON
switch. One device served as the DNS server, while the other acted
as the client generating DNS queries [16] using a benchmark called
dnspyre [31] to generate DNS queries. Dnspyre allows us to set a
number of concurrent requests to be sent, as well as the query type
and domain name, allowing us to specifically test cache hits using
a repeated query. Our tests were ran with A records, which are a
domain name to IPv4 mapping common in many DNS scenarios.
All tests used were run for one minute. We use SmartDNS as the
baseline, which is a popular user-space recursive resolver. We set
the cache size to support 65, 536 entries in both implementations,
but we use repeated queries to guarantee a 100% cache hit rate in
the experiments. The setup does not use the programmable NIC
support described in the previous sections.

4.1 Throughput Analysis
Figure 4 compares the throughput of hyDNS and SmartDNS under
different concurrency levels. At lower concurrencies (1, 2, and 4),
the difference in throughput between the two systems is minimal,
with both hyDNS and SmartDNS achieving similar performance.
This suggests that for low-traffic scenarios or when the number of
concurrent requests is small, the choice between kernel space and
user space cachingmay not have a significant impact on throughput.

However, as the concurrency level increases, hyDNS begins to
demonstrate a significant performance advantage over SmartDNS.
Starting from a concurrency of 8, the throughput of SmartDNS
plateaus at slightly over 70,000 QPS(Queries per Second), indicating
that it reaches its maximum capacity and cannot handle additional
concurrent requests effectively. In contrast, hyDNS continues to
scale up its throughput as the concurrency level increases, reaching
a peak of about 340,000 QPS at a concurrency of 64. This represents
a nearly 5x improvement in throughput compared to SmartDNS
under high concurrency conditions.

The scalability and higher throughput achieved by hyDNS can be
attributed to its kernel-space caching mechanism, which leverages
eBPF and XDP to process DNS queries entirely within the kernel.
By eliminating the need for context switches between user space
and kernel space, hyDNS reduces the overhead associated with

packet processing and cache lookups. This allows it to handle a
larger number of concurrent requests more efficiently, resulting in
improved throughput at higher concurrency levels.

Furthermore, the use of XDP enables hyDNS to intercept and
process DNS queries at the earliest possible stage in the network
stack, minimizing the processing overhead and latency. This early
interception and processing of packets contribute to the higher
throughput observed in hyDNS, especially when the system is under
heavy load. It is worth noting that while hyDNS demonstrates
significant throughput improvements, it also reaches a point of
saturation at a concurrency of 64, beyond which the throughput
starts to level off. This suggests that there may be room for further
optimization to push the scalability limits of hyDNS even higher.
Techniques such as load balancing, and fine-tuning of eBPF and
XDP map size parameters could potentially help in achieving even
better throughput performance.

4.2 Latency Analysis
To gain a comprehensive understanding of the latency characteris-
tics of hyDNS and SmartDNS, we analyzed various latency metrics
across different concurrency levels.

Figure 5(a) presents themean latency comparison between hyDNS
and SmartDNS. The results show that hyDNS consistently exhibits
lower mean latency compared to SmartDNS for concurrency lev-
els up to 128. At lower concurrencies (1 to 16), the difference in
mean latency is relatively small, indicating that both systems can
handle low-traffic scenarios effectively. However, starting from a
concurrency of 32, the mean latency of SmartDNS begins to in-
crease sharply, while hyDNS maintains a relatively stable and low
mean latency. This trend continues up to a concurrency of 128,
where hyDNS still provides lower mean latency than SmartDNS.

To assess the statistical significance of the latency differences be-
tween hyDNS and SmartDNS, we calculate the confidence intervals
for the mean latency, as shown in Figure 5(b). The non-overlapping
confidence intervals concurrency levels (32 and above) demonstrate
that the latency improvements of hyDNS over SmartDNS are sta-
tistically significant and not due to random variations.

In addition to the mean latency, we also examine the p50 and
p75 latency metrics to understand the distribution of latencies.
Figure 6(a) and Figure 6(b) illustrate the p50 and p75 latencies,
respectively, for hyDNS and SmartDNS across different concurrency
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Figure 7: CDF of latencies for hyDNS and SmartDNS
levels. For hyDNS, the p50 and p75 latencies remain stable and low
up to a concurrency of 128, indicating that a majority of the requests
are served with consistent and low latency. In contrast, SmartDNS
experiences an increase in p50 and p75 latencies starting from a
concurrency of 32, suggesting that a larger fraction of requests have
higher latencies as the load increases.

To further analyze the distribution of latencies, Figure 7 presents
the cumulative distribution function (CDF) of latencies for hyDNS
and SmartDNS at a concurrency of 128. The plot shows that ap-
proximately 80% of the requests in hyDNS are served with lower
latency compared to SmartDNS. This shows that hyDNS provides
a latency advantage for the majority of the requests.

However, it is important to note that the CDF also highlights a
potential limitation of hyDNS. The tail end of the CDF shows that
a small fraction of requests in hyDNS experience higher latencies
compared to SmartDNS. This suggests that hyDNS may be more
susceptible to outliers or extreme latencies under heavy load condi-
tions. Investigating and addressing this tail latency issue could be
an area for future improvement in hyDNS. This tail latency serves
as a main motivation for implementing hyDNS to allow for kernel
and user space processing of DNS traffic.

The lower latencies achieved by hyDNS can be attributed to
several factors. Firstly, the kernel-space caching mechanism em-
ployed by hyDNS eliminates the need for context switches between
userspace and kernel space, reducing the processing overhead and
latency. Secondly, the use of eBPF and XDP allows hyDNS to in-
tercept and process DNS queries at the earliest possible stage in
the network stack, minimizing processing time. Lastly, the efficient
caching and lookup mechanisms of hyDNS contribute to faster
response times, especially for frequently accessed records. This
research does not involve any ethical issues.

5 Related Work
eBPF-based Application: eBPF has been extensively used not
only for monitoring [34, 38] and security [6, 29], but also to ac-
celerate the networking applications [7, 11, 20, 25, 36, 37, 39, 41,
42]. Katran [7] and HEELS [36] implement an eBPF-based load
balancer. BMC [11] offloads UDP-based GET operations of Mem-
cached to XDP hooks by implementing an eBPF-map cache. Elec-
trode [42] accelerates distributed protocols using safe in-kernel
eBPF-based packet processing. Logreducer [37] uses eBPF to im-
plement a non-intrusive and language-independent log reduction
framework. XRP [39] improves storage IO performance by bypass-
ing the kernel’s block, file system and system call layers. Spright [25]
uses eBPF’s socket message mechanism to support shared mem-
ory processing. XAgg [39] deploys an eBPF-based aggregator to
accelerate heterogeneous gradient aggregation in distributed ma-
chine learning. Inspired by these works, hyDNS leverages eBPF to
accelerate the performance of DNS resolvers by offloading key DNS
functionalities into the XDP layer.

DNS Optimization: Traditional DNS-related research has fo-
cused on the problems and performance optimization in the server-
side DNS infrastructure. Akamai DNS [28] proposes a two-tier
delegation system and distributes DNS queries among locations by
anycast traffic engineering in the authoritative nameservers, and
then provides rapid answers with low TTLs. CoDoNS [26] uses
structured peer-to-peer overlays and analytically informed proac-
tive caching to provide high lookup performance. Kangasharju [15]
proposes replicating the entire DNS database on geographically
distributed servers, significantly reducing DNS lookup time. hyDNS
focuses on the performance optimization of the recursive resolver.
6 Conclusion
We present hyDNS, a hybrid DNS resolver that accelerates DNS
recursive resolution using eBPF-based packet processing to improve
the performance of DNS queries. hyDNS intercepts DNS queries at
the XDP NIC driver layer just as the DNS request packets arrive
at the XDP layer from the NIC to offer high throughput and low
latency DNS resolution with negligible overhead. To accommodate
a surge of cache-miss queries and the limited size of DMA memory
region, once the number of pending requests exceeds a certain
threshold, all additional requests are passed to the user space for
processing. Our preliminary results show substantial performance
benefits i.e.,∼ 4.4𝑥 improvement in throughput and ∼ 3𝑥 reduction
in latency compared to the traditional user space DNS resolvers.
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